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Abstract— In recent years, there has been the unpleasant advent of a new type of credit card fraud called
Automated Teller Machine (ATM) skimming. This type of fraud poses a substantial threat to the banking
sector because its modus operandi is quite subtler than other known types of ATM fraud. It consists of a
criminal implanting a disguised dummy card reader very similar to the ATM’s original card reader at the
ATM. This is done to intercept the ATM card data of any unsuspecting customer who tries to withdraw
cash. This paper seeks to design a system which will be able to detect and report such devices before they
cause harm. The objective of this research was achieved by designing a skimmer incorporating the use of a
metal detector for detecting new electronic components within the ATMs card slot region, an ultrasonic
sensor for detecting unfamiliar skimmer overlays and the processing power of a microcontroller to
coordinate theses sensors which monitor the status of the ATM terminal’s original card reader and send a
Short Message Service (SMS) text message whenever the system detects that a skimmer has been attached
to the ATM terminal. This concept of skimming detection was designed, tested and simulated under several
operating conditions in Proteus 8.0 simulation software to prove the detection method’s efficacy. The
simulation results showed that the proposed system provided a decent theoretical skimmer detection
technique. However, other factors such as metal detector oscillator instability and the difficulty in

accurately modelling the composition of ATM skimmers served as this design’s major drawbacks.
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1. Introduction

The Automated Teller Machine (ATM) has
become an integral part of modern-day banking
systems worldwide. It is really patronized by
customers of banks because of its ability to save
customers lots of time spent in bank queues. This is
evident because it is available for use all the time.
It is also simple and user-friendly.

Due to the sensitive nature of these machines,
security systems such as cameras and biometric
fingerprint devices are put in place to make
transactions more authentic and secure. However,
criminals have updated their mode of operation to
beat these systems and have now resorted to using
even more sophisticated devices called ATM
skimmers to steal ATM card data from customers
of banks. These criminals later use the stolen data
to conduct illicit bank transactions at the expense of
the average man on the street [1].

These skimmer devices which are mostly
installed in the night-time usually consist of a
counterfeit device resembling an original card slot
of an ATM with a magnetic card reader having

storage capacity and a hidden pinhole camera. The
skimming device is used to cover the original ATM
card slot to primarily read and store ATM card data
whenever there is a card inserted into the ATM. The
pinhole camera attached to the skimmer then
records the keystrokes of the customers ATM pin
code. Finally, the data stolen through this method is
used to create duplicate cards which give the
criminals the unlawful access to the compromised
bank accounts. Fig. 1 shows a skimmer found on an
ATM.
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The composition of ATM skimmers is
shrouded in mystery. However, [3] upon finding a
skimmer at an ATM discovered that the ATM
skimmer was made up of a mobile phone battery
which powered the device, electronic circuitry, a
flash storage device for storing data, a pinhole
camera for recording the customers PIN keystrokes
and finally a USB port which was to be a means of
later retrieving the stolen information on the flash
memory device.

ATM fraud can refer to an illegal transaction
that is committed by using an ATM, including
fraudulent deposits or skimming card information
[4]. ATM fraud is perpetrated in many different
forms. These include cash traps, transaction
reversal fraud, internal fraud, Cybercrime and the
use of Skimming devices.

In connection with ATM fraud statistics
worldwide, in the second quarter of 2012, the ATM
Industry Association (ATMIA) conducted a survey
to determine the biggest threats to the ATM. The
bar chart in Fig. 2 provides the results of the survey.
From the survey results it can be seen that
skimming tops the charts with the highest number
of responses proving that card skimming is
becoming a major security concern amongst the
public.
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Fig. 2 ATM fraud report survey 2012 [5]

In Europe, a European firm called European
ATM Security Team (EAST)’s 2014 fraud report
elucidated the facts that during 2014 alone, losses
amounting to € 279.86 million were accrued in
European ATMs due to ATM related fraud attacks
which was 13% increase compared to the losses of
€ 248.33 million reported for 2013 [6]. Further
research by EAST established that in 2015 losses of
€ 327.48 million were reported which was a further
17% increase when compared to the total losses of
€ 279.86 million reported for 2014 [7]. The figures

145

and trends from the EAST report as shown in Fig.
3 prove that ATM fraud losses are steadily rising
over the years.
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Fig. 3 ATM fraud losses from 2004-2015 [7]
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A further perusal of the EAST report of 2014
revealed that the ATM fraud losses were broken
down in further detail with credit card skimming
being responsible for a greater part of these losses.
The pie chart in Fig. 4 presents their findings.
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Fig. 4 Breakdown of ATM fraud attacks in 2014 [6]

The local scene is also not devoid of ATM card
skimming fraud incidents. Notable among them is
when in 2014, three Nigerians alleged to be
members of a gang that manufactures and uses
cloned ATM cards to withdraw various sums of
money from the accounts of bank customers were
arrested by the police. It was reported that they
allegedly transferred an amount of GH¢ 3 million
from accounts of customers [8]. Another is the
incident in 2016 when two Bulgarians were arrested
for allegedly making series of illegal transactions
using cloned cards holding ATM card data that was
skillfully and illegally retrieved at an ATM farm at
Korle-Bu teaching hospital [9]. This trend shows
an alarming rate of ATM card skimming worldwide
hence the need to avert this canker.

Several research works have been reported in
the literature regarding development of ATM
security systems which offer a safer means of
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authenticating transactions. Some of which include
biometric ATM, Europay, MasterCard and Visa
(EMV) and ATM Video Surveillance Technology
as reported in [10-17]. However, very few of these
systems have incorporated anti-skimming defense
systems to tackle the ever-growing threat of ATM
skimming in our generation.

Thus, this paper seeks to focus on improving
the current systems of ATM security by attempting
to formulate a conceptual design of a GSM based
skimming reporting systems which will alert the
authorities via text message anytime an ATM
skimmer is detected on an ATM.

2. ATM Machine

ATM is a modern-day technological wonder
made up of different mechanisms working in
synchronism to perform transactions on behalf of
the bank and customer. It basically consists of a
card reader’s whose function is to decode the
information encoded in the magnetic strip on the
back of an ATM card. Once a user swipes his card,
the reader sends that information to an internal
computer, which then initiates a connection to the
cardholder's bank. An ATM may use a dip card
reader, which requires the user to insert his card
into a slot or a swipe card reader.

It also has a keypad an input device which
allows the cardholder to interact with the ATM. It
allows the cardholder to inform his or her bank
what sort of transaction (cash withdrawal, balance
inquiry, etc.) he or she would like to undertake and
for what amount. Also, the keypad allows the
cardholders to input his or her Personal
Identification Number (PIN) to verify his or her
identity when making transactions.

The speaker allows the ATM to communicate
with the cardholder by means of an audio. This
functionality comes into play when a key is pressed
or when the ATM wants to relay special
information to the cardholder.

The display screen’s function is to visually
guide the cardholder through each step of the
transaction whiles the cash-dispensing mechanisms
are located deep inside the ATM stores and
dispenses cash when prompted by an ATM user.

Finally, the receipt printer is responsible for
providing the cardholder with a paper receipt as
proof of the transaction. It employs thermal paper
rather than ink to turn the paper black and form the
necessary text.

https://doi.org/10.25077/jnte.vIn3.770.2020
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There are other parts such as the rollers and
suction cups which assist the ATM in performing
its ultimate function of self service banking, but for
simplicity sake only the above-mentioned parts
have been discussed. Fig. 5 gives a simple visual
anatomy of the ATM machine.

Screen Receipt Card

Buttons Printer Reader Speaker

Display
Screen

Deposit Keypad
Slot

Cash
Dispenser

Fig. 5 ATM machine [18]

3. Methodology

3.1. Design Concept

The block diagram of the ATM skimming
reporting system is shown in Fig. 6.

Ultrasonic Sensor Module
(HC-SR04)

Microcontroller R
Metal Detector (Atmega 328p)

GSM Module

Mobile Phone of
Person in Authority

Fig. 6 Block diagram of ATM skimming reporting
system

The concept employed in this design consists of
two sub-systems working together to monitor the
security status of the ATM machine. These two
subs-systems are the skimmer detection system and
the GSM reporting module. The actions of the two
sub-systems are coordinated and interlinked by the
processing power of an Atmega 328p
Microcontroller. The skimmer detection system
operates on the premise of two signal indicators to
validate the presence of a skimmer. Firstly, the
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detection of the presence of a new metallic object
within the perimeter of the ATM card slot region
serves as the prime indicator. This is achieved by a
metal detector placed near the ATM card slot which
continually checks for the presence of any
electronic components such as printed circuit
boards, phone batteries or digital storage media
around the ATM card slot perimeter.

In addition to that, a reduction in distance
between the ATM card slot and an installed
ultrasonic sensor indicates the presence of a new
physical covering on the ATM card slot. This
serves as a secondary indicator in the skimmer
detection system. When the aforementioned
conditions are met, the  programmed
microcontroller interprets it as the presence of an
ATM skimmer installed on the ATM and a warning
SMS message is sent to the appropriate authorities
via a GSM modem.

Fig. 7 illustrates the proposed system without a
skimmer and Fig. 8 depicts the proposed system
with a skimmer.

ULTRASONIC SENSOR -
INITIAL SLOT

DISTANCE

ORIGINAL ATM
CARD SLOT |

METAL DETECTION

Fig. 7 Proposed system without skimmer

—
NEW DISTANCE

FAKE SKIMMER
DUMMY

Fig. 8 Proposed system with skimmer
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3.2. Materials

The materials that were employed in the design
of the GSM based skimming reporting system were
in two forms. Firstly, the hardware involved in the
design include Metal detector, GSM SIM 900
modem, HC-SR04 Ultrasonic Sensor, Atmega
328p Microcontroller. The software components
involved also include Proteus 8.0 simulation
software and Arduino IDE. The schematic diagram
of the designed circuit is as shown in Fig. 9.

The designed circuit works in such a way that
when DC current from the battery powers the
inverting operational amplifier Ul, the natural
noise component found in the operational amplifier
produces a signal which charges up the tank circuit
which consists of the 1 mH inductor L1 and both
0.1 uF capacitors C1 and C2. Inductors L2 and L3
represent different states of inductance of the metal
detector coil’s inductance when metals deviate the
detector coil’s inductance.

Arduino Uno

/ Microconteoller

B Py — G r———
R —
i -~ o Q SIM300D
@ CEQ880
@) m SIM Card O

GSM Module
Metal Detector

Fig. 9 Schematic diagram of the circuit

The oscillator of the metal detector then begins
to oscillate at a frequency of 19.5 kHz at initial
conditions which is the resonating frequency of the
metal detector’s oscillator. However, it is useful to
note that the initial oscillating frequency may vary
depending on the environment in which the metal
detector finds itself. Furthermore, the oscillator
feeds back a portion of the oscillating frequency
signal back into the inverting operational amplifier
to sustain its oscillations during its period of
operation. After that, real-time signals are fed from
the metal detector and ultrasonic sensor into digital
pins 5 9 and 10 of the Atmega 328p
Microcontroller respectively and the
Microcontroller processes these signals according

https://doi.org/10.25077/jnte.v9n3.770.2020
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to its skimmer detection algorithm. Upon detection
of a skimmer by the algorithm, the microcontroller
then instructs the GSM module to send warning
SMSs to persons in authority.

3.3. Flow Chart of the Proposed System

The flow chart in Fig. 10 depicts the algorithm
employed in the system to detect the presence of
skimmers on an ATM. When the aforementioned
system is installed on an ATM, a system
initialization procedure first takes place. The
algorithm at system initialization contains a slight
delay for accurate and stable initial measurements.
During system initialization, the metal detector
measures the original metallic objects present
around the ATM and the ultrasonic sensor also
measures its initial distance from its position to the
ATM card slot. Both values are stored in the
microcontroller for comparisons with future
measurements. This serves as the key concept in
this algorithm.

After that, the microcontroller continually
compares the current incoming frequency from the
metal detector with the earlier measured initial
frequency of the metal detector to determine if there
has been a significant change in the frequency
measurement by £500 Hz. This check is to ascertain

START

that a new metallic presence (representing the
electronic components in a skimmer) has been
detected.

If that condition 1is satisfied then the
microcontroller proceeds to compare the current
distance measurement read by the ultrasonic sensor
with the initial distance measurement taken at the
point of the system’s initialization.

If the current distance measurement is 1 cm less
than the initial distance measured, then the
detection algorithm supposes that the ATM card
slot has been also covered with a new object (most
probably an ATM skimmer). This condition when
satisfied confirms the skimmer’s physical presence.
Subsequently, a warning SMS is sent to the
appropriate authorities to inform them of the ATM
skimmer’s presence.

3.4.Design Assumptions and Considerations

In the design of this system, some assumptions
and considerations were made. These are;
i.  The frequency deviation required for the
microcontroller in the simulation to detect
a substantive change in the frequency that
emanates from the metal detector was set to

%D

System Initialization

Read New Incoming
» Distance from Ultrasonic
Sensor

I

[

Read Initial Frequency

Circuit

Produced by Metal Detector

Compare Initial Distance
with Current Distance

{

Read Initial Distance from

Slot

Ultrasonic Sensor to ATM Card

s New Incoming Distancé

3

<1 cm?

from Metal Detector

Read New Incoming Frequency

l

Yes

Current Frequency

Compare Initial Frequency with

Send SMS to Appropriate
Authorities

Yes

Is Frequency Difference + 500

END

Fig. 10 Algorithm of skimmer detection system
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be +500 Hz to satisfy the simulation
programs sensitivity constraints.

ii.  The initial distance measured by the
ultrasonic sensor in the simulation was set
to be 24 cm. This value was chosen
arbitrarily to represent an ATM card slot’s
positioning from the ultrasonic sensor in
the simulation process.

iii. ~ The resonant frequency of the metal
detection coil’s oscillator was assumed to
be 19.5 kHz so that the coil would be able
to detect smaller metal targets.

iv.  This design is considering ATMs with
outwardly protruding card slots.

3.5.Design Formulae

In the proposed model a number of mathematical
formulae were considered in the design of the metal
detector coil. They have been presented below.

3.5.1. Oscillating Frequency of Tank Circuit

Firstly, the metal detector tank circuit oscillates
at a frequency inversely proportional to the total
inductance and capacitance of the tank circuit as
shown in equation (1). However, it is good to know
that in this design configuration of the tank circuit,
the capacitance remains the same whilst the
inductance changes as a result of different metallic
objects in the skimmer affecting the inductance
value of the metal detector coil [19].

1
f_27zx/ﬁ

where, f'is the oscillating frequency, L is the total
inductance of tank circuit and C is the total
capacitance of tank circuit.

(M

3.5.2. Inductance of Metal Detector Coil

The inductance of the metal detector coil also
generally, varies directly with the permeability of
the metallic objects present within the region of the
detector coil’s core as shown in equation (2) [19].
- 4N @

[
where, L is inductance of coil, p is permeability of
the core of coil, N is number of turns, A is cross-
sectional area of the coil and / is length of the coil.

L

3.5.3. Permeability of the Metal Detector Coil

Finally, the permeability of the core of the metal
detector coil varies directly with the relative
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permeability of the coil’s core. Therefore, ferrous
metals with higher relative permeability would
increase the permeability of the coil’s core and non-
ferrous metals will decrease the permeability of the
core due to eddy current action [20]. Equation (3)
[19] depicts this relationship.

EYN €)

where, p is permeability of the core of coil, y,is
permeability of air and p, is relative permeability
of the core.

4. Results and Discussion

The results of the various simulation scenarios
that this paper entails are discussed in this section.
The results presented are based on the possible
simulation scenarios of the circuit design. The
results of the simulations are displayed and
interpreted with the aid of two virtual instruments.
Firstly, from an oscilloscope displaying the
frequency of the oscillating waveform produced by
the metal detector and secondly, a virtual terminal
displaying the readings of the various quantities
being measured and also the various actions the
microcontroller performs during the simulation.
Fig. 11 shows the simulation of the proposed
system in Proteus with both virtual instruments in
operation.

4.1. Simulation Results

The results from the simulations have been
presented through a means of four different
scenarios representing the four possible conditions
the proposed design encountered during its
operations.

Fig. 12 depicts results of system at start up when
no changes have been made to the ATM. The
simulation results of Fig. 12 show that at starting
conditions, the metal detection coil of 1 mH initial
inductance oscillates at a frequency of 19.5 kHz.
The oscilloscope also displays the waveform
emanating from the metal detector circuit. A
distance of 24 cm was also recorded by the
ultrasonic sensor as the initial distance between the
ultrasonic sensor and the ATM card slot. These
values are the reference values the microcontroller
will compare subsequent measurements to
determine the skimming status of the ATM. It can
also be observed that when the two measurements
did not satisfy any of the detection conditions the
microcontroller did not produce any different
response.

https://doi.org/10.25077/jnte.vIn3.770.2020
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Fig. 11 Simulation model of system with virtual instruments
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Fig. 12 Results of system at start up when no changes have been made

(a) Virtual terminal
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Fig. 13 System results when frequency condition satisfied but distance unsatisfied

Fig.13 also shows one of the scenarios when
frequency condition is satisfied but distance
unsatisfied. From Fig. 13 the simulation results on
the virtual terminal shows that when the metal
detection coil’s inductance increases to 1.5 mH, the

https://doi.org/10.25077/jnte.v9n3.770.2020
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oscillating frequency of the metal
consequently reduces to 15.8 kHz.

detector

It can also be seen that the sinusoidal frequency
pattern on the virtual terminal becomes more
distinct. This change further goes to prove there has
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been a reduction in the frequency value.
Subsequently, the microcontroller indicates the
change on the virtual terminal by displaying the text
“FREQUENCY HAS CHANGED”. However, the
current distance measurement of 23 cm does not

(a) Virtual terminal

satisfy the secondary skimmer indicator condition
therefore no alert SMS is sent to the authorities.

Fig. 14 also depicts the third scenario when
distance condition is satisfied but frequency
unsatisfied.
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Fig. 14 System results when distance condition satisfied but frequency unsatisfied

From Fig 14, it can be seen that there is a reduction
in the original distance measurement from 24 cm to
9 cm the microcontroller also refuses to respond.
This is because as earlier discussed in the operation
of the detection algorithm there has to be a
significant change in the metal detector frequency
before there is even a check for changes in the

Virtual Terminal

(a) Virtual terminal
Fig. 15 System results when both distance and frequency conditions are satistied

From Fig. 15 it can be observed on the virtual
terminal that when both conditions are satisfied, the
microcontroller proceeds to send an alert SMS to
the appropriate authorities.

The Table 1 presents a truth table model which
summarizes how the results of all the possible
scenarios of this system played out during the
simulation process.
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distance. Therefore, the microcontroller is
insensitive to any changes in distance when the
frequency condition is not satisfied.

The last scenario shown in Fig. 15 depicts the
simulation results when both distance and
frequency conditions are satisfied.

Chatine] C

(b) Oscilloscope

4.2. Design Limitations

The proposed design faced a few pitfalls and
limitations during the simulations. This section
provides a list of those problems and how they
affect the performance of the proposed system.

4.2.1. Difficulty in Modelling Skimmer

Parameters

The design does not include a method of fully
modelling the frequency response of the metal
detector when an actual ATM skimmer is placed on

https://doi.org/10.25077/jnte.v9n3.770.2020
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an ATM. This is because a skimmer contains
various metallic composites with different
permeabilities which cannot be accurately analyzed
with simple metal detector equations.

Table 1. Summary of Simulation Results

.. Condition
. Condition
Figure 2 System
1 (metal .
No. detected?) (distance | Response
"7 | reduced?)
No alert
12 False False SMS sent
No alert
13 True False SMS sent
No alert
14 False True SMS sent
15 True True Alert SMS
sent

This challenge was encountered because data
analytics for such nefarious devices is kept from the
public for security reasons. Therefore, this design
model lacks a vital parameter in its detection
algorithm. These parameters can be better modelled
with data analytics collected from real ATM
skimmers.

4.3. Unstable Oscillator Frequency Values

In some instances, there was the observance of
unstable frequency values emanating from the
metal detector coil. This phenomenon observed
could be due to the negative effects of temperature
changes and minor supply voltage imperfections in
the oscillator circuit. Practically all electronic
components have a thermal sensitivity hence as
they heat up or cool down, their value or some other
parameter may change and these changes may
cause unstable frequency values and trigger false
alarms.

4.4. Difficulty in Modelling GSM Response

This design does not include a method which
fully represents the response the alert text message
recipient’s GSM mobile phone would experience
when a text message is sent to indicate the presence
of a skimmer. This is due to the limitations imposed
by the simulation environment. Therefore, the
validity of the GSM response of this system could
be only properly modelled and verified when the
system is implemented physically in future designs.

https://doi.org/10.25077/jnte.v9n3.770.2020
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5. Conclusions

In conclusion, the design of the ATM skimmer
detector has been achieved and from the simulation
results it was able to detect change in the frequency
of the metal detector and ultrasonic sensor distance
respectively from the ATM card slot. The proposed
system provides a decent theoretical detection
technique in detecting overlay skimmers. However,
there are many more issues to be considered when
designing a stable metal detection system to detect
ATM skimmers.

It is therefore recommended that a database on
ATM skimmer device component characteristics
should be established by banks to aid future
designers with the necessary data to produce better
skimmer detection models.

Future designs should consider incorporating a
real time clock module and additional sub-system
which give intermittent feedback of the ATM’s
security status in order to upgrade it to become a
smarter monitoring system.
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